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CS’Associados is a full-service law firm based
in Lisbon, serving national and international cli-
ents across the different sectors and industries.
Through its technology, data and digital inno-
vation practice area, the firm has been actively
engaged with numerous companies within the
highly dynamic TMT landscape, with a particu-
lar focus on electronic communications (includ-
ing telco operators and towercos), e-commerce,
internet law, media law, data protection, and
intellectual property. Jorge Silva Martins leads
the practice area, which also comprises three

Authors

Jorge Silva Martins joined
CS’Associados in January 2021
and leads the technology, data
and digital innovation practice
area. With nearly 20 years of
experience, primarily in highly
regulated sectors, Jorge offers counsel to both
national and international companies across
sectors. His areas of focus span electronic
communications, e-commerce, internet law,
media law, and intellectual property. Over the
past few years, Jorge has expanded his
expertise to encompass emerging technologies
such as blockchain, the metaverse, and
artificial intelligence. Additionally, he has
authored several articles in the field of
technology and is a regular speaker at industry
and academic conferences.
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associates. Recent highlights include providing
detailed advice for towercos in Portugal, con-
ducting extensive regulatory assessments for
product launches for one of the largest global
technology companies, and offering legal and
regulatory counsel to companies venturing into
the realms of Web3 and the metaverse. Ad-
ditionally, the firm has undertaken significant
work involving the drafting and negotiation of
agreements related to the development and
implementation of software products for road
infrastructures.

Jodo Carminho is a senior
associate at CS’Associados in
the technology, data and digital
innovation practice area. He
¢ holds expertise in a range of
sectors, such as electronic
communications, e-commerce, privacy and
data protection, and consumer law. Joao not
only provides legal counsel to clients in these
domains but also offers expert guidance in
handling pre-litigation scenarios and facilitating
dispute resolution before the relevant
authorities. Through his comprehensive legal
support, Joao actively contributes to clients’
strategic decision-making within the dynamic
landscape of technology, data and digital
innovation.
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Inés Coré is an associate at
CS’Associados in the
technology, data and digital
innovation practice area. She
offers legal assistance, focusing
on matters related to data
protection, intellectual property, and
information technologies. Inés guides clients
through the legal complexities associated with
technology and innovation, providing
continuous legal support to ensure compliance
with ever-evolving regulations. As a member of
the Portuguese Bar Association and the
International Association for the Protection of
Intellectual Property (AIPPI), Inés actively
participates in a global network of
professionals, which enables her to stay
well-informed about international trends and
best practices in the field of intellectual

property.

CS’Associados

Avenida da Liberdade, No 249 - 8°
1250-143 Lisboa
Portugal

Tel: +351 211 926 800

Email: mailroom@csassociados.pt
Web: www.csassociados.pt
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1. Metaverse

1.1 Laws and Regulation

Metaverses, Web3 (and Web 4.0)

Metaverses, also known as virtual worlds, are
immersive technological environments that uti-
lise 3D and extended reality (XR) to integrate
physical and digital realms in real-time. They
serve various purposes such as social inter-
action, transactions, and gaming. It is widely
acknowledged that metaverses encompass
three fundamental elements:

* persistence and real-time operation;
* immersive user experiences; and
+ a generalised economic system.

Metaverses, or virtual worlds, are also part of a
broader, long-term technological shift: the tran-
sition towards Web3 and Web 4.0 (the third and
fourth iterations of the World Wide Web). These
advancements aim to seamlessly merge physi-
cal and digital domains, fostering more intuitive
and immersive experiences. This convergence
is anticipated through the evolution of diverse
technologies, including artificial intelligence (Al),
the internet of things (IoT), secure blockchain
transactions, as well as the continuous improve-
ment in infrastructure connectivity.

State of Play

Similar to the situation in the vast majority of
countries, Portugal currently lacks specific
domestic legislation governing the metaverse.
However, as a member state of the EU, Portu-
gal aligns with the European approach to the
metaverse, which is worth highlighting.

While previous documents, such as the Euro-
pean Commission Communication dated 16
March 2023, and the European Council conclu-
sions dated 23 March 2023, have made refer-
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ences to Web 4.0 (as a digital tool to enhance
the EU’s long-term competitiveness), it is in the
Communication dated 11 July 2023, that the
European Commission (EC) outlines its strategy
and proposed actions regarding Web 4.0 and
virtual worlds, aimed at guiding the forthcoming
technological transition while ensuring an open,
secure, trustworthy, fair and inclusive digital
environment for EU citizens, businesses and
public administrations.

To this end, the EU has already in place a robust,
future-oriented legal framework that addresses
various aspects of virtual worlds development,
including:

+ With regard to the protection of intellectual
property rights (including industrial rights),
the following legislative frameworks generally
apply:

(a) Directive on Copyright in the Digital
Single Market (Directive (EU) 2019/790,
transposed into Portuguese law by
Decree-Law No 47/2023);

(b) Regulation on the EU Trademark (Regula-
tion (EU) 2017/1001); and

(c) Directive on the Protection of Trade Se-
crets (Directive (EU) 2016/943, transposed
into Portuguese law by Decree-Law No
11/2018).

+ With regard to the protection and enforce-
ment of rights of EU citizens and companies
operating in the metaverse, the following
regimes generally apply:

(a) Digital Services Act or DSA (Regulation
(EU) 2022/2065);

(b) Digital Markets Act or DMA (Regulation
(EU) 2022/1925);

(c) Data Governance Act (Regulation (EU)
2022/868);

(d) Data Act (Regulation (EU) 2023/2854);

(e) Al Act (pending EU-level approval);
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(f) GDPR (Regulation (EU) 2016/679);

(9) General Product Safety Regulation (Regu-
lation (EU) 2023/988);

(h) Markets in Crypto-Assets (MiCA) Regula-
tion (EU) 2023/1114);

(i) Unfair Commercial Practices Directive
(Directive (EU) 2005/29, transposed into
Portuguese Law by Decree-Law No
57/2008);

()) Accessibility Act (Directive (EU) 2019/882,
transposed into Portuguese Law by
Decree-Law No 82/2022); and

(k) Web Accessibility Directive (Directive (EU)
2016/2102, transposed into Portuguese
law by Decree-Law No 83/2018).

Additionally, standardisation will also play a piv-
otal role in achieving trustworthy, secure and
interoperable metaverses within the EU. In that
regard, the EC has closely engaged with relevant
industry stakeholders to develop standards that
ensure openness and interoperability across all
layers of the metaverse.

Key Legal Challenges

Although the legal landscape on metaverse is
still evolving, there are several legal challenges
to consider, namely with regard to the following.

* Intellectual property — safeguarding virtual
assets within the metaverse (eg, virtual real
estate, digital goods, and in-game cur-
rencies); addressing copyright concerns
related to user-generated content within the
metaverse; and determining platform opera-
tor’s liability for copyright infringement.

+ Data protection — addressing privacy con-
cerns related to user data generated within
the metaverse and the processing of special
categories of data (eg, biometric data); and
clarifying ownership and control of personal
data in virtual environments.
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+ Cybersecurity — ensuring secure identity
verification and authentication mechanisms to
prevent unauthorised access to virtual spac-
es; protecting user accounts; and securing
financial transactions within the metaverse.

2. Digital Economy

2.1 Key Challenges

Introduction

The digital economy is the economic activity
stemming from billions of daily online interac-
tions among individuals, businesses, devices,
data and processes. At its core, the digital econ-
omy thrives on hyperconnectivity, characterised
by the increasing interconnection of people,
organisations and machines facilitated by the
internet, mobile technology, and the loT.

A growing variety of mobile devices, such as
smartphones, tablets, smartwatches and weara-
bles, empower billions worldwide to participate
in the digital economy, accessing goods and ser-
vices on a global scale, at any time and from any
location. While this connectivity offers numerous
benefits, it also requires intense regulation.

Advantages of the Digital Economy

The digital economy is positioned to wield
even greater influence in the future, propelled
by advancements in technologies such as the
loT, Al, virtual reality, blockchain, self-driving
cars and other ground-breaking developments.
Among its many advantages are:

+ information accessibility — consumers have
access to a wealth of information to inform
their purchasing decisions;

* proximity — direct customer service chan-
nels enable customers to resolve queries and



PORTUGAL [ AW AND PRACTICE

Contributed by: Jorge Silva Martins, Jodo Carminho and Inés Core, CS’Associados

issues with a manufacturer or service provider
more quickly;

+ global reach — businesses can expand their
market presence as goods and services
become accessible worldwide; and

+ security — digital technologies, including
robust authentication for online transactions,
bolster security measures.

European Union

The digital economy is playing an ever-increas-
ing role in our lives, revolutionising the way we
conduct business, communicate and access
information.

As this transformation accelerates, effective reg-
ulation becomes paramount to ensure fair com-
petition, protect citizens’ rights, and address
emerging challenges.

Governments worldwide are grappling with the
task of formulating comprehensive regulatory
frameworks that set a balance between foster-
ing innovation and mitigating potential risks. Key
areas of focus include data privacy, cybersecu-
rity, antitrust, consumer protection and intel-
lectual property rights. Policymakers are chal-
lenged to keep pace with the rapid evolution of
technology, adapt regulations to address novel
issues, such as Al and blockchain, and foster
international cooperation to create a harmonised
approach to the global digital economy.

To achieve this equilibrium, the EU has imple-
mented a comprehensive framework of digital
legislation, primarily through the Digital Agenda
and the Digital Single Market (DSM) initiatives.
Recent legislative efforts, such as the Digital
Markets Act (DMA), the Digital Services Act
(DSA), the Data Act, the (forthcoming) Artificial
Intelligence Act (Al Act), the Data Governance
Act (DGA), the (forthcoming) European Health
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Data Space (EHDS), and the NIS2 Directive
(imposing stricter cybersecurity obligations on
entities operating critical infrastructures and
essential services), along with the upcoming
elDAS 2.0, emphasise the EU’s commitment to
digital governance.

As a member of the EU, Portugal aligns its
national policies with the Union’s overarching
digital strategies.

Portugal

On 5 March 2020, the Presidency of the Coun-
cil of Ministers approved Portugal’s Action Plan
for Digital Transition, outlining the government’s
vision in this regard. This Plan revolves around
three primary pillars:

« Pillar | — Capacity building and digital inclu-
sion;

« Pillar Il - Businesses’ digital transformation;
and

« Pillar Il - Public services’ digitalisation.

In this context, reference should also be made to
the following legislation passed in recent years:

« Law No 46/2018, which establishes the legal
framework for cyberspace security, imple-
menting Directive (EU) 2016/1148, concerning
measures for a high common level of security
of network and information systems across
the EU;

« Law No 58/2019, implementing the General
Data Protection Regulation;

* Decree-Law No 12/2021, implementing Regu-
lation (EU) 910/2014 on electronic identifica-
tion and trust services for electronic transac-
tions in the internal market;

« Law No 27/2021, which approves the Portu-
guese Charter on Human Rights in the Digital
Age;
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* Decree-Law No 65/2021, which regulates the
legal framework for cyberspace security and
defines cybersecurity certification obliga-
tions implementing Regulation (EU) 2019/881
on ENISA (the European Union Agency for
Cybersecurity) and on information and com-
munications technology cybersecurity certifi-
cation;

* Decree-Law No 84/2021, which regulates
consumer rights in the purchase and sale of
digital goods, content and services, trans-
posing Directives (EU) 2019/771 on certain
aspects concerning contracts for the sale of
goods, and (EU) 2019/770 on certain aspects
concerning contracts for the supply of digital
content and digital services, both of 20 May
2019; and

« Law No 16/2022, which approves the new
electronic communications law.

Main Challenges

Despite of the benefits resulting from the digital
economy, several challenges persist, including
the need for further investment in digital infra-
structure, addressing the digital skills gap, and
ensuring equitable distribution of its benefits
across regions.

Portugal’s policymakers are actively shaping a
regulatory environment to support the digital
economy’s growth while confronting emerging
issues. However, challenges remain, such as the
following.

+ Data utilisation — access to big data can cre-
ate disparities in competitiveness.

* Platform practices — concerns exist regard-
ing competition restrictions and opaque data
processing models.

* Regulatory adaptation — in sectors regulated
by rapid technological innovation, adapting
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regulations to keep up with these changes
can be a complex undertaking.

« Stakeholder collaboration — the proper imple-
mentation of EU regulations often requires
the collaboration of various sectors, including
governments, companies, non-governmental
organisations and other stakeholders. Co-
ordination and support from all these entities
can take time, especially when there are dif-
ferent interests and perspectives that need to
be reconciled.

* Implementation hurdles — complex regula-
tions and resource constraints may impede
timely implementation. Also, some regulations
may require significant changes to existing
systems and infrastructure, both in the public
and private sectors. This can require substan-
tial investments in terms of time and financial
resources.

3. Cloud and Edge Computing

3.1 Highly Regulated Industries and Data
Protection

Introduction

Cloud computing involves the delivery of com-
puting services, such as storage, processing
power and applications over the internet. It allows
businesses to access and utilise shared resourc-
es, without the need for on-site infrastructure,
offering flexibility and cost-effectiveness. In con-
trast, edge computing involves processing data
closer to the source of data generation, reducing
latency and enhancing real-time capabilities. It
often involves decentralised infrastructure, ena-
bling data processing at the edge of the network,
closer to end-users or devices.

These technologies have revolutionised the way
businesses operate, offering unprecedented
scalability, efficiency and accessibility. However,
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in addition to these benefits, they also present
risks that need to be addressed, in particular in
terms of data protection, privacy and security.

EU

At European level, the regulation of these tech-
nologies is essentially ensured by the GDPR,
which lays down rules relating to the protection
of natural persons with regard to the process-
ing of personal data and rules relating to the
free movement of personal data, with special
emphasis on:

* security of the processing;
* processing by processors; and
« data transfers to third countries.

In accordance with the GDPR:

+ Controllers and processors must implement
appropriate technical and organisational
measures, taking into account the state of
the art, the costs of implementation and
the nature, scope, context and purposes
of processing, as well as the risk of vary-
ing likelihood and severity for the rights and
freedoms of natural persons, to ensure a level
of security appropriate to the risk.

* When processing is conducted on behalf of a
controller, the controller must engage proces-
sors who offer adequate guarantees to meet
the Regulation’s requirements and safeguard
the rights of data subjects. This processing
shall be governed by a binding contract or
other legal act under Union or member state
law, specifying the processing’s subject-
matter, duration, nature, purpose, types of
personal data, and categories of data sub-
jects. This contract must also contain the
minimum content provided for in Article 28(3)
of the GDPR.
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« Transfers of personal data to third countries
of international organisations must adhere
to Chapter V of the GDPR. Key conditions
include (i) the existence of an adequacy deci-
sion by the European Commission; (ii) stand-
ard data protection clauses adopted by the
Commission in accordance with the examina-
tion procedure referred to in Article 93(2) of
the GDPR; and (iii) binding corporate rules in
accordance with Article 47 of the GDPR.

It should also be noted that:

+ industries dealing with significant amounts of
personal data or sensitive data (eg, health-
care, banking and finance, telecommunica-
tions and insurance) face stricter processing
security standards;

+ providers of these technologies are typically
classified as processors under the GDPR; and

+ additional safeguards may be required for
transferring personal data to the US.

Portugal
In Portugal, alongside EU Regulations, the
following legislation must also be taken into
account:

+ Law No 46/2018, which establishes the legal
framework for cyberspace security, transpos-
ing Directive (EU) 2016/1148, concerning
measures for a high common level of security
of network and information systems across
the Union;

« Law No 58/2019, which ensures the imple-
mentation, in the national legal system, of the
GDPR; and

* Portuguese Data Protection Authority (CNPD)
Guideline No 2023/1, on organisational and
security measures applicable to the process-
ing of personal data.
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As cloud and edge computing continue to
evolve, the aforementioned legislation should be
adapted and updated to address emerging chal-
lenges and promote innovation, while maintain-
ing a balance between technological advance-
ment and the rights, freedoms and guarantees
of data subjects.

4. Artificial Intelligence

4.1 Liability, Data Protection, IP and
Fundamental Rights

Legal Concept of Al

An Al system is defined by law (as per the Arti-
ficial Intelligence Act) as a machine-based sys-
tem designed to operate with varying levels of
autonomy and that may exhibit adaptiveness
after deployment and that, for explicit or implicit
objectives, infers, from the input it receives, how
to generate outputs such as predictions, con-
tent, recommendations or decisions that can
influence physical or virtual environments.

Al systems are thus a “family” of technologies
with virtually limitless applications, offering sub-
stantial benefits to individuals, companies and
society as a whole.

Nonetheless, while many Al systems are harm-
less and contribute to solve many societal chal-
lenges, others might pose risks to individuals
and jeopardise their health, safety or fundamen-
tal rights.

Portugal

For the time being, there is no specific law on
Al in Portugal. However, there are references to
the use of Al (especially with regard to the limits
of its use) in several national regimes, namely:
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* Portuguese Charter on Human Rights in the
Digital Age (Law No 27/2021); and
+ Portuguese Labour Code (Law No 7/2009).

The respect for fundamental rights, both with
regard to the design and use of Al and robots is
enshrined in Article 9 of the Portuguese Charter
on Human Rights in the Digital Age, which fore-
sees that Al should comply with several ethical
principles, including transparency, accountabil-
ity and non-discrimination.

Similarly, the Portuguese Labour Code sets lim-
its to the use of Al whenever it results in deci-
sion-making that jeopardises the exercise of
employee’s rights provided for by law (such as
the right to equal opportunities in the access to
the labour market). On the other hand, it estab-
lishes information duties with regard to the cri-
teria on which Al algorithms are based for the
decision-making process.

Moreover, the Portuguese government has also
published several legislative initiatives and strat-
egies which make reference to Al technologies
and their development and impact within the
Portuguese society.

Anyhow, a comprehensive Al legal framework
is mainly being shaped at an EU level, which is
understood to be in the forefront of Al regulation.

EU

As Portugal is a member state of the EU, the
regulation proposal on Al (Artificial Intelligence
Act), expected to be approved next April, will
soon be part of the Portuguese legal system.

The Artificial Intelligence Act, proposed by the
European Commission (EC) on 21 April 2021
(regarded as the world’s first comprehensive Al
law) aims primarily to establish a robust internal
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market for Al systems within the EU. Its objec-
tives are two-fold: to ensure that the EU remains
at the cutting edge of technological advance-
ment, and to safeguard the rights of EU citizens.
The Artificial Intelligence Act will thus establish
different obligations for providers and users
depending on the level of risk posed by the Al
system (minimal risk, high risk, unacceptable
risk, and specific transparency risk), and will
apply to both public and private actors inside
and outside the EU, provided that the Al system
is placed on the EU market or its use affects
people located in the EU.

Moreover, Al will also be regulated under the fol-
lowing legal frameworks within the EU:

+ Al Liability Directive; and
* Product Liability Directive.

Both the Al Liability Directive and the Product
Liability Directive (which have not yet been
adopted) were proposed by the EC on 28 Sep-
tember 2022, and aim to adapt liability rules to
the digital age amongst the member states.

On the one hand, the Product Liability Directive
intends to update the existing rules on non-fault
(strict) civil liability of manufacturers for defec-
tive products (including Al systems which are
also regarded as products), while the Al Liability
Directive targets harmonisation of national non-
contractual fault-based civil liability rules for Al in
specific. The idea is to facilitate compensation to
victims of unsafe products and Al-related dam-
age, respectively.

In short, Al Liability Directive simplifies the legal
procedure for victims seeking compensation
by facilitating proof that someone’s fault led to
damage under the following legal mechanisms.
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* Presumption of causality — where a relevant
fault has been established and a causal link
to the Al performance seems likely there is a
presumption of a causal link between such
non-compliance and the output produced by
the Al system.

+ Evidence disclosure — where damage is
caused by high-risk Al systems, victims have
a right of access to evidence from providers
or users pursuant to the Artificial Intelligence
Act.

Al Liability Directive will thus apply to claims
against any person which, due to wrongful
behaviour, influenced Al systems in causing
damage (any type of damage covered under
national law) to either natural or legal persons
(ie, individuals or businesses), whereas the
Product Liability Directive will apply to claims
against manufacturers of defective products for
the compensation of personal injury, damage to
property or data loss caused by unsafe prod-
ucts, and it is limited to claims made by natural
persons (ie, individuals).

Once adopted, all these regimes will certainly
bring significant changes to national liability and
consumer protection rules.

Moreover, as Al systems process vast quantities
of data, the following legal frameworks may have
implications for data sharing and data usage
under this context:

+ General Data Protection Regulation or GDPR
(Regulation (EU) 2016/679);

+ Data Act (Regulation (EU) 2023/2854);

+ Data Governance Act (Regulation (EU)
2022/868); and

« Digital Services Act or DSA (Regulation (EU)
2022/2065).
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Specifically with regards to data protection, key
requirements for the development of Al tech-
nologies will have to be taken into considera-
tion, such as data minimisation (Article 5(1)(c) of
the GDPR) or privacy by design and by default
(Article 25 of the GDPR).

Codes of Conduct

Furthermore, concerning codes of conduct, the
European Al Alliance has devised an Al Impact
Assessment (AllA) which, in essence, is a practi-
cal tool that aims to help organisations to design,
employ and audit Al.

The starting point of the AllA is the Code of Con-
duct for Al, which forms the basis of the AlIA
framework. The Artificial Intelligence Code of
Conduct thus consists of two parts:

« common European ethical and constitutional
values (ie, 1791 liberty, equality, fraternity),
legal principles (eg, fairness, proportionality,
rule of law) and democratic preconditions;
and

« practical rules and codes of conduct for, inter
alia, Al applications, the training data corpora,
inference systems, deep learning algorithms,
neural networks and autonomous systems.

5. Internet of Things

5.1 Machine-to-Machine
Communications, Communications
Secrecy and Data Protection

loT at a Glance

The internet of things (IoT) has been defined in a
variety of ways, but it is commonly understood
as referring to a global distributed network of
physical objects which are capable of interacting
with their environment and communicating with
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each other (including other machines or comput-
ers), and are thus regarded as “smart objects”.

The value of these objects (which can either be
household appliances and small wearables or
even cars and industrial robots) lies in the large
amount of data they collect and process in order
to communicate with each other. As IoT results
in the merging between both the physical and
digital worlds, it enables the creation of “smart
environments”, giving rise to specific realities,
including “smart homes” (ie, loT applied to the
management and control of buildings, such
as lighting or heating) or “smart cities” (ie, loT
applied to the management and control of city
infrastructures, such as traffic or public trans-
port).

Portugal

For the time being, Portugal does not have
specific laws pertaining to loT. However, the
Portuguese government has introduced legisla-
tive initiatives and strategies that address loT’s
development and its impact on Portuguese soci-
ety.

EU

As Portugal is a member state of the EU, loT
regulation at a EU level is worth highlighting.
In that regard, the EU is currently actively co-
operating with the industry, market players and
academia to support research, innovation and
development of loT technologies.

A number of supporting policy actions have
thus been adopted by the EC to enhance devel-
opment of loT, particularly through funding
research and large-scale pilot projects. However,
there are no EU regulatory frameworks specifi-
cally targeting loT technologies, apart from the
references made below.
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Data Protection and loT

As loT largely relies on the processing of data to
enable Machine-to-Machine Communications,
its regulation will necessarily fall under the appli-
cable data protection legal framework, namely:

+ General Data Protection Regulation or GDPR
(Regulation (EU) 2016/679);

+ Data Act (Regulation (EU) 2023/2854); and

+ Data Governance Act (Regulation (EU)
2022/868).

The development and usage of lIoT will thus have
to respect the fundamental right to data protec-
tion enshrined in Article 8 of the Charter of Fun-
damental Rights of the European Union.

loT technologies may indeed pose threats to
personal data protection, since “smart objects”
(such as wearables) might often collect personal
data, including, special categories of personal
data revealing, for instance, data concerning
health (Article 9 of the GDPR). It is precisely
through the collection of the said data, as well
as its combination with other sets of data that
it is possible to establish patterns and further
enhance the “smart object” performance for the
benefit of the user. On the other hand, security
risks might give rise to a “personal data breach”
(Article 4(12) of the GDPR) and compromise the
integrity of the personal data through unlawful
access.

The Data Act (which entered into force on 11
January 2024) regulates data generated by a
user’s product connected to a publicly available
electronic communications network, and aims at
harmonising rules on the fair access to and use
of such data. In other words, it clarifies who can
create value from data and under which condi-
tions. This is indeed relevant for loT technologies
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since “smart products” rely immensely on data
gathered from its users.

The Data Act will become applicable from 12
September 2025 and creates measures to,
namely:

* give access to businesses and consumers
of loT technologies to the data generated by
these devices;

* protect businesses from unfair contractual
terms that hinder fair data sharing;

+ allow public sector bodies to access and use
data held by the private sector that is neces-
sary for the pursuit of public interest pur-
poses; and

+ allow customers to seamlessly switch
between different cloud providers of data-
processing services.

The aforementioned measures complement the
Data Governance Act (that became applicable
from 24 September 2023), which together with
the Data Act embody the EU Strategy for Data.

The Data Governance Act focus on data-sharing,
regulating processes and structures to facilitate
such exchange, namely through the following
measures:

- facilitate the reuse of public sector data that
cannot be made available as open data;

+ ensure that data intermediaries function as
trustworthy organisers of data sharing or
pooling within the EU data spaces;

* make it easier for citizens and businesses to
make their data available for the benefit of
society; and

- facilitate data sharing, in order to enable data
use across sectors and borders.
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Overall, both the Data Act and the Data Gov-
ernance Act complement existing rights on per-
sonal data protection. This applies in particular
to the right to data portability (Article 20 of the
GDPR) that allows data subjects to move their
data between controllers who offer competing
services.

Communications Secrecy

Communications secrecy within the context of
loT technologies falls under broader regulations
mainly related to data protection, cybersecurity
and consumer rights.

Apart from GDPR applicability, which was
already addressed, the ePrivacy Directive
(Directive 2002/58/EC) regulates the protec-
tion of personal data and privacy in electronic
communications. While the ePrivacy Directive
is currently in force, a new ePrivacy Regulation
is under discussion and is expected to update
and strengthen privacy rules for electronic com-
munications, including loT devices.

On the other hand, NIS2 Directive (Directive (EU)
2022/2555) which entered into force on 16 Janu-
ary 2023 replacing its predecessor NIS Directive,
is considered the EU-wide legislation on cyber-
security and although it does not specifically tar-
get loT, it has implications for the overall cyber-
security of systems, which indirectly influences
communication secrecy within IoT deployments.

Moreover, considering the security risks that
products with digital elements may entail (includ-
ing, loT technologies), the EC adopted a pro-
posal for a regulation on horizontal cybersecurity
requirements for products with digital elements
(Cyber Resilience Act).
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Codes of Conduct

With regard to codes of conduct and standards,
the European Telecommunications Standards
Institute (ETSI) has developed standards and
technical specifications pertaining to loT secu-
rity and privacy. These standards encompass
requirements, architecture, Application Pro-
gramming Interface (API) specifications, secu-
rity solutions and interoperability for Machine-to-
Machine (M2M) communications. Additionally,
the International Organization for Standardiza-
tion (ISO) has published ISO/IEC 27400:2022,
providing guidelines on risks, principles and
controls for the security and privacy of loT solu-
tions.

6. Audio-Visual Media Services

6.1 Requirements and Authorisation
Procedures

Provision of Audio-Visual Media Services in
Portugal

Audio-visual media services (AVMS) in Portugal
are mainly regulated under the following legisla-
tion:

 Decree-Law No 46/2023 (implementing
Directive (UE) 2019/789 on Copyright and
Related Rights applicable to certain Online
Transmissions of Broadcasting Organisations
and Retransmissions of Television and Radio
Programmes);

» Decree-Law No 47/2023 (implementing Direc-
tive (UE) 2019/790 on Copyright and Related
Rights in the Digital Single Market or DSM
Directive);

* Decree-Law No 82/2022 (implementing Direc-
tive (UE) 2019/882 on Accessibility Require-
ments for Products and Services);
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» Law No 74/2020 (implementing Directive (UE)
2018/1808 or Audiovisual Media Services
Directive);

« Law 54/2010 (Radio Act);

+ Law No 27/2007 (TV and On-demand Audio—
Visual Services or AVMS Law implementing
Directive (EU) 2010/13 on Audiovisual Media
Services); and

+ Decree-Law No 63/85 (Copyright and Related
Rights Code).

As pursuant to the applicable law, AVYMS in Por-
tugal may be provided by the following opera-
tors:

* television services broadcasters;

* providers of on-demand audio-visual ser-
vices; and

+ video-sharing platform services made avail-
able by video-sharing platform providers.

The aforementioned legislation stipulates several
requirements that must be met by AVMS provid-
ers. Namely, all audiovisual media services are
required to adhere to the following obligations:

« identification of media service providers;

« prohibition of incitement to hatred;

+ accessibility for people with disabilities;

+ qualitative requirements for commercial com-
munications;

* sponsoring; and

* product placement.

More stringent rules in the areas of advertising
and protection of minors are foreseen for televi-
sion broadcasts, due to their significant societal
impact, as elaborated below.

In accordance with the Portuguese AVMS Law,

AVMS are thus obliged to respect fundamen-
tal rights within their programming content, and
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may not (i) provoke or incite any violence or
hatred towards a particular group of people (eg,
minorities); and (ii) provoke or incite the commit-
ment of terrorist offences.

Moreover, television service broadcasters are
subject to specific restrictions not only concern-
ing content but also regarding the applicable
timeframes for making such content available.
This particularly applies to content that is likely
to be harmful to minors and could adversely
affect the development of their personality.
Such content can only be made available during
times when minors are unlikely to view them (e,
between 10pm and 6am), and must be identified
by the presence of a visual symbol throughout
its duration.

The same applies to on-demand audio-vis-
ual service providers, who are also obliged to
identify such content through a visual symbol.
Furthermore, they are required to implement
technical functionalities that enable individu-
als responsible for parental oversight to block
minors’ access to such content.

Nonetheless, on-demand audio-visual media
services are different from television broadcast-
ing (namely, with regard to the choice and con-
trol of the user or the impact they have within
society) which has justified the imposition of
lighter regulation.

With regard to advertising, television commer-
cials and teleshopping aired from 6am to 6pm,
as well as from 6pm to midnight, must not sur-
pass 10% or 20%, depending on whether they
pertain to conditional access television pro-
gramme services or free/conditional access tel-
evision programme services with a subscription.
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Video-Sharing Platforms

Regarding video-sharing platform services,
some of the aforementioned requirements will
also be applicable. The obligations primar-
ily focus on protecting minors and the general
public from hate speech, and well as prohibit-
ing the incitement of violence and other forms
of hateful content, including criminal and child
pornographic material. Therefore, video-shar-
ing platforms are mandated to moderate user-
generated content to a certain extent to ensure
compliance with these obligations.

Moreover, following the entry into force of the
Regulation (EU) 2022/2065 (Digital Services
Act or DSA), video-sharing platforms are also
required to comply with several measures aimed
at combating illegal content online.

Authorisation Procedure

Pursuant to Article 13 of the AVMS Law, televi-
sion activities are subject to licensing through
a public tender, initiated by the government’s
decision, when utilising terrestrial radio spec-
trum for broadcasting. The licensed activities
encompass (i) organising unconditional access
television programme services, and (ii) select-
ing and aggregating television programme ser-
vices with conditional access or non-conditional
access with subscription.

When television activities involve organising
programme services that (i) do not utilise the
terrestrial radio spectrum designated for broad-
casting, and (i) are intended to be included in
the offerings of a distribution operator previously
licensed for television activities, an authorisation
is required upon the request of interested par-
ties. Moreover, providers of on-demand audio-
visual services are obliged to electronically notify
ERC of the commencement and conclusion of
each service’s activity. Entidade Reguladora
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para a Comunicacéo Social (ERC) — Portuguese
Regulatory Authority for the Media — holds the
responsibility for granting, renewing, amending,
or revoking licences and authorisations for tel-
evision activities.

7. Telecommunications

7.1 Scope of Regulation and Pre-
marketing Requirements

Regulatory Framework

In Portugal, the regulation of electronic com-
munications networks and services is governed
by numerous legislative acts and regulations,
including:

+ Electronic Communications Law (Law No
16/2022);

« Communications Infrastructures Law (Decree-
Law No 123/2009);

* Privacy in electronic communications Law
(Law No 41/2004); and

+ Portuguese Cybersecurity Law (Law No
46/2018).

ANACOM serves as the sector-specific regula-
tory authority, as outlined in its Statutes (Decree-
Law No 39/2015).

Moreover, the Portuguese Competition Authority
is responsible for monitoring post-market condi-
tions in the electronic communications sector.
Oversight of social media platforms may fall
within the jurisdiction of the Portuguese Regu-
latory Authority for the Media (ERC — Entidade
Reguladora para a Comunicagdo Social), espe-
cially when these platforms operate as broad-
casting outlets or are supervised by ANACOM
regarding the provision of information soci-
ety services. Regarding privacy matters, social
media platforms fall under the supervision of the
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Portuguese Data Protection Authority (CNPD),
as stipulated in Law No 58/2019.

The Portuguese Electronic Communications
Law

Following a protracted period marked by stag-
nation and procedural delays, the European
Electronic Communications Code (EECC) was
finally transposed into national law in Portugal.

Published in the official gazette, Law No 16/2022,
marks the enactment of the new Electronic Com-
munications Law (referred to as the “New ECL”).
This law heralds a modernised, forward-looking
regulatory framework that requires familiarity
from all stakeholders, including operators and
end-users.

The New ECL represents a comprehensive, intri-
cate regime that closely mirrors the objectives
and verbiage of the EECC. Notably, deviations
from the EECC'’s text are most apparent in the
realm of end-users’ rights, which is not unex-
pected, given the focal point these rights held
in parliamentary deliberations throughout the
domestic legislative process.

Comparatively, the New ECL introduces note-
worthy alterations from the existing regulatory
framework, including the following.

 Broader definition of Electronic Communi-
cations Services — the New ECL broadens
the definition of electronic communications
services to include OTT services, which are
services delivered over the internet, such
as messaging apps and VolP calling. This
expansion reflects the evolving landscape
of communication technologies and ensures
that regulatory frameworks remain updated
and comprehensive.
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» Lighter regulations for OTT Services — while
OTT services fall within the scope of the New
ECL, they are subject to a more lenient regu-
latory regime compared to traditional elec-
tronic communication services. For instance,
they may not require general authorisation
for provision (depending on their nature) and
are exempt from certain general conditions
applicable to traditional services.

Spectrum management powers — ANACOM
gains enhanced powers in managing radio
spectrum. This includes promoting spectrum
sharing among operators to maximise effi-
ciency and ensuring fair competition. ANA-
COM is also empowered to adjust the dura-
tion of frequency rights to prevent distortions
in the market.

Market power obligations — undertakings with
significant market power face reinforced obli-
gations, including providing access to infra-
structure and commitments to invest in high-
capacity networks. These measures aim to
foster competition and encourage investment
in critical telecommunications infrastructure.
Consumer protections — the New ECL
strengthens consumer protections in various
ways. It mandates transparency regarding
setup costs and service quality, provides
consumers with tools to compare prices and
conditions across different services, and
offers safeguards in cases of service unavail-
ability or non-compliance with service level
agreements (SLAs). Additionally, it regulates
minimum contractual commitment periods,
ensuring fairness and flexibility for consum-
ers.

Social regulation challenges — despite
advancements in regulatory frameworks,
challenges remain in social regulation, par-
ticularly concerning universal service provi-
sions. The reliance on the internet social tariff
rather than the New ECL’s provisions raises
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questions about the effectiveness of achiev-
ing social objectives in the digital age.

* Implementation and enforcement — contrac-
tual commitments under the new law apply to
both existing and future contracts, ensuring
continuity and consistency in consumer rights
and obligations.

These changes reflect Portugal’s efforts to mod-
ernise its telecommunications regulatory frame-
work, aligning with European standards, while
addressing evolving technologies and consumer
needs.

Requirements

The aforementioned legislation outlines the
applicable general authorisation requirements
in this regard. According to these requirements,
individuals or companies planning to offer pub-
licly accessible or private electronic communi-
cations networks and services are obligated to
inform ANACOM before introducing these ser-
vices in the market.

The notification submitted to ANACOM should
include a concise written description of the net-
work or service and the anticipated launch date
for market offerings. More details on the notifica-
tion process to ANACOM are further specified
under the applicable regulation, which address-
es the registration of entities providing electronic
communications networks and services, as well
as outlines information responsibilities to fall
upon entities governed by the regulation.

Within the framework of general authorisation
rules, any entity engaged in offering electronic
communications networks and/or services has
the permission to deploy telecommunications
infrastructure. However, specific licences, such
as administrative authorisations mandated by
municipalities may still be necessary.
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Therefore, and in accordance with the general
authorisation rules, companies are required to
provide the following information.

« Comprehensive company identification,
encompassing the company’s website linked
to the provision of publicly available electron-
ic communications networks and services.

+ Communication and notification contacts,
inclusive of a mandatory email address.

* A concise overview of the network or service
they intend to deliver, specifying the network
or service type, target market (wholesale or
retail), support network for the service, infor-
mation on the network’s characteristics and
purpose, the necessity for numbering or fre-
quency resources, and a specification of said
resources. Additionally, a general description
of the service offer is required.

+ The anticipated commencement date for
operations.

A noteworthy change brought about by the New
ECL pertains to the utilisation of harmonised
spectrum for accessing public electronic com-
munications networks through radio, specifi-
cally via local networks (such as WiFi networks
deployed using LANs in end-users’ premises).
This particular usage is exclusively governed by
the general authorisation framework.

The New ECL explicitly states that the provision
of number-independent interpersonal commu-
nications services and local networks via radio,
when not constituting an economic activity or
carried out as an ancillary function to an eco-
nomic activity or public service not reliant on
the conveyance of signals over that network, is
exempt from the general authorisation frame-
work, regardless of the entity — be it a company,
public authority, or end-user.
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Individual licences are granted for the utilisation
of numbering and frequency resources.

The provision of electronic communications ser-
vices for self-use is categorised as non-publicly
available.

Main Challenges

The challenges within Portugal’s electronic
communications regulatory framework primar-
ily centre on securing fair access to communi-
cation services, bridging the digital divide and
adapting to the swift evolution of technology
and business models. There is a pressing need
to effectively implement universal service provi-
sions, especially in underserved communities,
while grappling with complexities such as digital
inclusion, privacy concerns, and cybersecurity
threats. Balancing innovation and investment
with regulatory oversight, ensuring compliance
with evolving EU legislation and fostering col-
laboration between stakeholders are crucial for
maintaining a robust and responsive regulatory
framework in an increasingly digital landscape.

8. Challenges with Technology
Agreements

8.1 Legal Framework Challenges
Introduction

A technology agreement can be defined as an
agreement focusing on technological products
and/or services, or those incorporating a tech-
nological component. This can apply to various
types of agreements, including:

+ Software licence agreements.

* Technology transfer agreements.

* Service level agreements.

» Research and development agreements.
* Non-disclosure agreements.
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+ Joint-venture agreements.
+ Outsourcing agreements.
» Hardware purchase agreements.

These agreements generally contain clauses
on the rights and obligations of both parties,
price, terms of invoicing and payment, intellec-
tual property rights, confidentiality, processing
of personal data, duration, termination, liability,
assignment of the contractual position and sub-
contracting, audits, communications, applicable
law and jurisdiction, among others.

Challenges

In addition to the challenges associated with
drafting clauses on the aforementioned topics
— which are common to contracts of any nature
— these agreements pose specific challenges,
linked to the swift evolution of technology and
related legislation. This evolution can result in
outdated terms and conditions that may not
adequately address emerging technologies and
associated risks. Some of these challenges
include the following.

+ Data privacy and security concerns — with
the heightened emphasis on data privacy
and security, technology agreements must
address these concerns. This is especially
crucial in regulated sectors and industries
handling significant amounts of personal
data (eg, healthcare, banking and finance,
telecommunications and insurance), where
stringent security standards apply.

« Global operations and jurisdictional complexi-
ties — technology agreements involving par-
ties from different jurisdictions often encoun-
ter challenges due to legal and regulatory
disparities. Determining the applicable laws
and jurisdictions for dispute resolution can be
intricate and requires careful consideration.
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 Performance and service level challenges -
defining and measuring performance metrics
in service level agreements can be challeng-
ing. Ensuring that technology services adhere
to agreed-upon standards may require ongo-
ing monitoring and adjustment to maintain
satisfactory levels of performance.

+ Contractual interpretation — ambiguities in
language within technology agreements can
lead to misunderstandings and disputes. It is
imperative to provide clear definitions, speci-
fications, and obligations to minimise the
risk of misinterpretation and ensure smooth
contractual execution.

+ Cybersecurity vulnerabilities — as technologi-
cal interconnectedness grows, so does the
likelihood of cybersecurity threats. Technol-
ogy agreements must incorporate robust
cybersecurity measures and response proto-
cols to mitigate potential risks.

Addressing these challenges requires thorough
due diligence, seeking legal counsel, and con-
sistently reviewing and updating technology
agreements. This ensures their ongoing rel-
evance and effectiveness in the ever evolving
technology landscape.

Moreover, integrating flexibility into agreements
to accommodate changes and unforeseen cir-
cumstances can facilitate in mitigating some of
these challenges.

Portugal

In Portugal, there is no specific regulation apply-
ing to technology agreements. Consequently,
these agreements are typically governed by
overarching legal principles and rules of private
law, in particular, the Civil Code and Commercial
Code.
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In addition to these two fundamental regimes,
there are also some specific frameworks that
deserve to be highlighted in this context.

« Law No 58/2019, which ensures the imple-
mentation, in the national legal order, of the
GDPR.

* Decree-Law No 63/85, which approves the
copyright and related rights code.

+ Decree-Law No 252/94, concerning the legal
protection of computer programs, transpos-
ing Council Directive 91/250/EEC. This Direc-
tive was repealed by Directive 2009/24/EC, of
the European Parliament and of the Council,
of 23 April 2009, addressing the same sub-
ject.

* Decree-Law No 122/2000, on the legal pro-
tection of databases, transposing Directive
96/9/EC, of the European Parliament and of
the Council, of 11 March 1996.

+ Decree-Law No 446/85, which approves the
Standard Contractual Clauses Regime.

9. Trust Services and Digital
Entities

9.1 Trust Services and Electronic
Signatures/Digital Identity Schemes
Introduction

According to the Regulation (EU) No 910/2014,
of the European Parliament and of the Council,
of 23 July 2014, on electronic identification and
trust services for electronic transactions in the
internal market (“eIDAS Regulation”):

+ “Electronic signature” means data in elec-
tronic form which is attached to or logically
associated with other data in electronic form
and which is used by the signatory to sign.
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+ “Advanced electronic signature” means an
electronic signature which meets the follow-
ing requirements:

(a) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created using electronic signature
creation data that the signatory can, with
a high level of confidence, use under his
sole control; and

(d) it is linked to the data signed therewith in
such a way that any subsequent change
in the data is detectable.

+ “Qualified electronic signature” means an
advanced electronic signature that is created
by a qualified electronic signature creation
device, and which is based on a qualified
certificate for electronic signatures.

+ “Trust service” means an electronic service
normally provided for remuneration which
consists of:

(a) the creation, verification, and validation of
electronic signatures, electronic seals or
electronic time stamps, electronic reg-
istered delivery services and certificates
related to those services;

(b) the creation, verification and validation of
certificates for website authentication; or

(c) the preservation of electronic signatures,
seals or certificates related to those ser-
vices.

* “Qualified trust service” means a trust service
that meets the applicable requirements laid
down in this Regulation.

In accordance with this Regulation:

+ an electronic signature shall not be denied
legal effect and admissibility as evidence in
legal proceedings solely on the grounds that
it is in an electronic form or that it does not
meet the requirements for qualified electronic
signatures;
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+ a qualified electronic signature shall have
the equivalent legal effect of a handwritten
signature; and

+ a qualified electronic signature based on a
qualified certificate issued in one member
state shall be recognised as a qualified elec-
tronic signature in all other member states.

Importance and Advantages of Trust Services
and Electronic Signatures

Trust services and electronic signatures offer
essential advantages for companies in the digi-
tal era. One key benefit is the significant time
and cost savings achieved by streamlining
document workflows and eliminating the need
for physical signatures. Electronic signatures
expedite approval cycles, reduce administra-
tive overheads and enhance overall operational
efficiency.

Security emerges as another critical factor. Trust
services provide advanced security measures
such as encryption and authentication, safe-
guarding the integrity and confidentiality of digi-
tal transactions. Supported by secure authen-
tication protocols, electronic signatures offer
a reliable alternative to traditional handwritten
signatures, thereby reducing the risk of unau-
thorised access or tampering.

Moreover, trust services contribute to legal com-
pliance, given the widespread recognition of
electronic signatures across many jurisdictions.
This not only simplifies the compliance process
for companies, but also reduces the risk of dis-
putes related to the authenticity of documents.

Furthermore, these technologies facilitate seam-
less collaboration in today’s globalised business
landscape, allowing secure digital document
exchange across diverse geographical bounda-
ries.
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Portugal
In Portugal, this topic is governed by Decree-
Law No 12/2021, which:

+ ensures the implementation within the Portu-
guese legal order of the eIDAS Regulation;

* regulates the validity, effectiveness and pro-
bative value of electronic documents;

« establishes the recognition and acceptance
of electronic identification means for both
natural and legal persons; and

* provides guidelines for the State Electronic
Certification System — Public Key Infrastruc-
ture (SECS).

According to this Decree-Law, and in line with
the provisions of the eIDAS Regulation, affixing
a qualified electronic signature to an electronic
document holds the same legal weight as a
handwritten signature on paper and establishes
the presumption that:

+ the person who affixed the qualified elec-
tronic signature is either its rightful holder or a
representative authorised with adequate pow-
ers on behalf of the relevant legal person;

« the qualified electronic signature was affixed
with the explicit intention of signing the elec-
tronic document; and

* the electronic document has remained unal-
tered since the qualified electronic signature
was affixed.

Trusted List

In accordance with the eIDAS Regulation, each
member state shall establish, maintain and pub-
lish trusted lists, including information related to
the qualified trust service providers for which it
is responsible, together with information related
to the qualified trust services provided by them.
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This information is published in so-called “trust-
ed lists” and Commission Implementing Deci-
sion (EU) 2015/1505 defines the technical speci-
fications of these lists.

The trusted list of Portugal comprises informa-
tion concerning qualified trust service providers
who are under the supervision of the National
Security Cabinet of Portugal. This list also
includes details regarding the qualified trusted
services offered by these providers, in accord-
ance with the relevant provisions outlined in the
elDAS Regulation.

The trusted list of Portugal includes the following
currently active trust service providers:

* ACIN iCloud Solutions, Lda.;

* AMA - Agéncia para a Modernizagcdo Admin-
istrativa, I.P.;

* CEGER - Centro de Gestao da Rede
Informatica do Governo;

+ DigitalSign - Certificadora Digital

* Instituto dos Registos e do Notariado I.P;

* MULTICERT - Servicos de Certificacao
Eletrdnica S.A; and

+ NOS Comuncacées, S.A.

The Portugal Digital Identity System

Portugal embarked on the development of its
digital identity system in 2007, positioning itself
as a pioneering nation in aggregating into a
single card five different identification numbers
and implementing digital certificates with its elD
“Citizen Card”. Since then, the Portuguese gov-
ernment has consistently invested in enhancing
its elD scheme, introducing various secure and
easy-to-use mechanisms.

In 2014, Portugal introduced the “Digital Mobile
Key”, a mobile solution that expanded its usage
into the private sector. Subsequently, the elD
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schemes were broadened to include profession-
al attributes (with the introduction of “SCAP”,
2018). More recently, in 2019, Portugal launched
the ID.gov app, a mobile application enabling
citizens to securely store, access and share their
personal document data at any time, with full
legal validity.
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