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#Privacy and Data Protection

European Commission
proposes a new regulation to
ensure stronger enforcement
of GDPR in cross border

casces

On 4 July 2023 the European Commission
(EC) proposed a new set of rules to
streamline the functioning of the
cooperation and consistency mechanism
established in chapter VIl of the GDPR.
The new regulation will set up concrete
procedural rules for authorities when
applying the GDPR in cases which affect
individuals located in more than one
Member State (cross-border cases).
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administrative
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Rights of complainants: requirements
for a cross-border complaint to
be admissible will be harmonised
by creating common rights for
complainants to be heard in cases
where their complaints are fully or
partially rejected.

Rights of parties under investigation:
controllers and processors will have a
right to be heard at key stages in the
procedure, including during dispute
resolution by the European Data
Protection Board (EDPB), as well as
the right to access the administrative
file.

Streamlining cooperation and
dispute resolution: DPAs will be able
to provide their views early on during
investigations, and make use of all the
tools of cooperation provided by the
GDPR (e.g., joint investigations and
mutual assistance).


https://commission.europa.eu/publications/proposal-regulation-laying-down-additional-procedural-rules-relating-enforcement-gdpr_en
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According to the EC, the proposed regulation
will not affect any substantial elements of
the GDPR and will therefore not change data
protection rules. This new regulation will
rather work within the framework already
established by the GDPR while affording
quicker remedies for individuals and more
legal certainty for businesses.

EC adopts new adequacy
decision for EU US data flows

On 10 July 2023 the EC adopted its adequacy
decision for the

(DPF). The EC adequacy decision
concludes that the United States (US)
provides an adequate level of protection in
relation to the processing of personal data,
and thus transatlantic data flows from the
EU to US companies are now possible under
the DPF, without being subject to any further
conditions or authorisations. US companies
can certify their participation in the DPF by
committing to comply with a detailed set of
privacy obligations.

The adequacy decision follows the US
signature of an
,  which
introduced new binding safeguards to
address the concerns raised by Court of
Justice of the European Union (CJEU) in its
case law of 16 July 2020. These
include limiting access to EU data by US
intelligence services to what is necessary and
proportionate, as well as establishing a Data
Protection Review Court (DPRC), to which EU
individuals will have access.

The US Government has since then established
a new two-layer redress mechanism, with
independent and binding authority, to handle
and resolve complaints from any individual
whose data has been transferred from the EU
to companies in the US about the collection
and use of their data by US intelligence
agencies. In that regard, a data subject’s

For more information, please see the

complaint will be investigated by the so-called
“Civil Liberties Protection Officer” of the US
intelligence community, which is responsible
for ensuring compliance by US intelligence
agencies with privacy and other fundamental
rights.If the data subject is unsatisfied with the
outcome of the aforementioned investigation,
he or she will be able to appeal against the
decision of the Civil Liberties Protection
Officer before the newly created DPRC.

The DPF will be administered by the US
Department of Commerce, which will process
applications for certification while monitoring
if participating companies continue to meet
certification requirements. Compliance by US
companies with their obligations under the
DPF will be enforced by the US Federal Trade
Commission.

The functioning of the DPF will be subject
to periodic reviews carried out by the EC,
together with representatives of European

DPA and competent US authorities.

For more information, please see the

0


https://ec.europa.eu/commission/presscorner/detail/en/ip_23_3609
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_3609
https://commission.europa.eu/document/fa09cbad-dd7d-4684-ae60-be03fcb0fddf_en
https://commission.europa.eu/document/fa09cbad-dd7d-4684-ae60-be03fcb0fddf_en
https://www.state.gov/executive-order-14086-policy-and-procedures/
https://www.state.gov/executive-order-14086-policy-and-procedures/
https://www.state.gov/executive-order-14086-policy-and-procedures/
https://curia.europa.eu/juris/liste.jsf?nat=or&mat=or&pcs=Oor&jur=C%2CT%2CF&num=C-311%252F18&for=&jge=&dates=&language=en&pro=&cit=none%252CC%252CCJ%252CR%252C2008E%252C%252C%252C%252C%252C%252C%252C%252C%252C%252Ctrue%252Cfalse%252Cfalse&oqp=&td=%3BALL&avg=&lgrec=pt&lg=&page=1&cid=754760
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_3721
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_3721
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Portuguese Data Protection
Supervisory Authority approves
an activity plan for the three year
period 2024 2026

The Portuguese Data Protection Supervisory
Authority (Comissao Nacional de Protecao de
Dados or CNPD) has approved a

. The activity plan
was subject to public consultation from 4-15
July 2023 and was later approved on 27 July
2023.

#Intellectual Property

COTEC BPI SME Innovation
Award applications are now

open

According to the COTEC BPI SME Innovation

Awardregulation,theaward aimsto distinguish

companies that have stood out for their
culture, processes, practice and results in the

application ofinnovationin their development,

In line with the activity plan, CNPD has
selected 20 stratigic activities that it considers
a priority and which it intends to further
develop within the given timeframe. CNPD
will give priority, among others, to the launch
of a national training plan on personal data
protection and to the reopening of face-to-
face customer service and the use of artificial
intelligence tools.

For more information, please see the

market performance and that have created
economic, social and environmental value in a

sustainable way.

Applications are open until 22 September
2023 through the submission of an application

form.

For more information, please see the COTEC

press release. @

European Inventor Award 2024
applications are now open

Nominations are now open for the 2024
European Inventor Award promoted by the
European Patent Office (EPO). The award
recognises technological breakthroughs and
highlights pioneering innovators committed
to a smarter and more sustainable world.

Applications are open until 1 October 2023
for the traditional categories (i) Industry; (ii)
Research; (iii) SMEs; (iv) Non-EPO countries;
and (v) Lifetime achievement, as well as the
Young inventors prize. Applicants are advised
to review the entry requirements, eligibility

criteria._and formal conditions before

submitting their proposals.

For more information, please see the EPO
press release. @


https://cotecportugal.pt/wp-content/uploads/2023/07/Regulamento-Pre%CC%81mio-PME-Inovac%CC%A7a%CC%83o-2023.pdf
https://cotecportugal.pt/wp-content/uploads/2023/07/Regulamento-Pre%CC%81mio-PME-Inovac%CC%A7a%CC%83o-2023.pdf
https://formfacade.com/public/109777987868731558066/all/form/1FAIpQLSdwFrZwvR_5SJKkdLmH3nCVwysBph0l6aA0DayWaO_bEesa_g
https://formfacade.com/public/109777987868731558066/all/form/1FAIpQLSdwFrZwvR_5SJKkdLmH3nCVwysBph0l6aA0DayWaO_bEesa_g
https://cotecportugal.pt/pt/projects/premio-pme-inovacao-cotec-bpi/
https://cotecportugal.pt/pt/projects/premio-pme-inovacao-cotec-bpi/
https://www.cnpd.pt/media/dlanj4nq/plano-plurianual-de-atividades-para-o-triénio-2024-2026.pdf
https://www.cnpd.pt/media/dlanj4nq/plano-plurianual-de-atividades-para-o-triénio-2024-2026.pdf
https://www.cnpd.pt/comunicacao-publica/noticias/cnpd-aprova-plano-estrategico-2024-2026/
https://www.cnpd.pt/comunicacao-publica/noticias/cnpd-aprova-plano-estrategico-2024-2026/
https://nominate.epo.org
https://link.epo.org/web/rules_and_eligibility-european_inventor_award_2024_en.pdf
https://link.epo.org/web/rules_and_eligibility-european_inventor_award_2024_en.pdf
https://new.epo.org/en/news-events/european-inventor-award/nominations
https://new.epo.org/en/news-events/european-inventor-award/nominations

u
ROUND"" CS'ASSOCIADOS July 2023

#Telecommunications Law, but also to reflect the experience acquired

in the management and maintenance of the

ANACOM launches a procedure o
N . . register since 2018.
for drafting a new regulation
At a later stage, interested parties will be able to
Autoridade  Nacional de  Comunicagbes comment on the draft regulation, which will be
(ANACOM), Portugal’'s national regulator subject to public consultation.
authority for communications, has launched a

procedure for drafting a new regulation on the For more information, please see ANACOM

registration of companies providing electronic press release. ©

communications networks and services.

In light of the Portuguese Electronic

Communications Law (Lei das Comunicagbes 4

Eletrénicas) entering into effect on 14 \/ \/ ~

November 2022, ANACOM will approve a new

regulation on the registration of companies —
providing electronic communications networks —_

and services. The new regulation will not only

aim to adapt this area to the provisions of the \
new Portuguese Electronic Communications

the EU or elsewhere). The Regulation will

also strengthen the enforcement of safety
EC proposes a new Regulati()n requirements, namely, all toys will be required

on lO}’ S‘df@ly in the EU to have a Digital Product Passport, which will
include information on compliance with the

proposed Regulation.
On 28 July 2023 the EC proposed a
, revising the current rules Fore more information, please see
on the protection of children from potential
risks in toys. Currently, the marketing of toys

in the EU is regulated by

The new Regulation aims at furtherimproving

the protection of children in the EU market,

which is already considered to be one of

safest markets in the world for toy safety.

The Toy Safety Regulation will focus on

prohibiting the use of harmful chemicals in \l/
toys, while updating other safety requirements I I
that toys must meet to be marketed in the

EU (whether they are manufactured in


https://www.anacom.pt/render.jsp?contentId=1748123&languageId=1
https://www.anacom.pt/render.jsp?contentId=1748123&languageId=1
https://single-market-economy.ec.europa.eu/publications/proposal-regulation-safety-toys_en
https://single-market-economy.ec.europa.eu/publications/proposal-regulation-safety-toys_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32009L0048#:~:text=This%20Directive%20lays%20down%20rules,free%20movement%20in%20the%20Community.&text=1.,hereinafter%20referred%20to%20as%20toys).
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32009L0048#:~:text=This%20Directive%20lays%20down%20rules,free%20movement%20in%20the%20Community.&text=1.,hereinafter%20referred%20to%20as%20toys).
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_4010
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_4010
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Portugal joins the IP Registers
in blockchain

On 31 July 2023, Instituto Nacional da
Propriedade Industrial (Portugal’'s National
Institute of Industrial Property,or INPI) opened
the doors to a new and innovative Intellectual
Property (IP) service via the integration of

blockchain technology.

The creation of IP Registers in Blockchain
results in a fast, reliable and secure “Data
Transfer Service” between IP offices and
EUIPO’s and
largest free online databases of trade marks

, the world’s

and designs.

#Web4

EC presents EU strategy to lead
on Web 4.0 and virtual worlds

X

On 11 July 2023, the EC launched a new
initiative to propose its vision and strategic
actions on Web 4.0 and virtual worlds for
the EU. The strategy aims to ensure that EU
citizens can safely use virtual worlds and
European businesses can develop world-
leading applications through the use of
open technologies and standards ensuring
interoperability between platforms and
networks, as well as freedom of choice for

users.

Portugal therefore joins the European Union
Intellectual Property Office (EUIPO) and the
national IP offices of Latvia, Malta, Estonia,
Lithuania, Poland and Italy in this blockchain
initiative, with the aim of expanding further

the services for the benefit of users.

For more information, please see the

@
]

Web 4.0isthe expected fourth generation of the
World Wide Web (WWW). Web 4.0 is expected
to offer the full integration and interoperability
of advanced artificial and ambient intelligence,
the internet of things (IoT), trusted blockchain
transactions, virtual worlds and XR capabilities,
digital and real objects and environments,
enabling truly immersive experiences and

blending the physical and digital worlds.

For more information, please see the EC press

release. ®
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https://www.tmdn.org/tmview/#/
https://www.tmdn.org/tmdsview-web/welcome#/dsview
https://inpi.justica.gov.pt/Noticias-do-INPI/Portugal-adere-aos-registos-de-PI-em-Blockchain
https://inpi.justica.gov.pt/Noticias-do-INPI/Portugal-adere-aos-registos-de-PI-em-Blockchain
https://ec.europa.eu/commission/presscorner/detail/en/IP_23_3718
https://ec.europa.eu/commission/presscorner/detail/en/IP_23_3718
https://www.csassociados.pt/en/lawyers/adv-head-pratice/jorge-silva-martins/1590/
https://www.csassociados.pt/en/lawyers/adv-associate/ines-core/1648/
https://www.csassociados.pt/en/lawyers/adv-senior-associate/joao-carminho/1591/
mailto:jorge.silvamartins%40csassociados.pt?subject=

